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Motivations
» HMAC - the most popular method of MAC - provide authentication and integrity of information Implement HMAC lightweight PHOTON-80
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Hardware Architecture

> The proposal reduces to a single PHOTON has The main block of proposed architecture: HMAC Controller is constructed from:
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Implementation Results

HIVIAC-;’OHOTON HMAC-PHOTON | HMAC- HMAC- » The security strength of HMAC (HMAC-PHOTON 80) 45000 12
(this work) | 80 (conventional) | SHA 256 | SHA 1 [1] based on: 40000
. v HMAC key 10
Message (bits) 128 128 128 32 : : : 35000
Parame . . —> can be improved by physical unclonable function (PUF)
Key size (bits) 128 128 128 32 ,
“ter Hash size (bits) 80 80 256 160 ¥ The hash function strength 30000 8
—PHOTON-80 resistances > =
Latency (Clk) 880 330 320 20.2-25.3 h for loT licati 3 w 25000 c
Frequency (MHz) 100 100 100 66 y Th(el'm“gh (;rmi\capp ication) [3] S 6 =
Perfor- [Throughput! (Mbps) 14.5 14.5 40 83.4-104.3 ée en.gt ° output :T:J 20000 =
mance |Area (GES) 20698 35423 11681 29200 80 bits of HMAC-PHOTON 80 15000 g &
Power (mW) 5 62 357 106 - (typical application requires 64 bits) [3]
Process 65 nm 65 55 550 nrm v Entropy and Avalanche effect 10000
. . . 2
Entropy (bits per byte) 3.296 3706 1373 i - high and.acceptable in randomness and computation 5000
Avalanche effect (%) 50.40 50.40 49.53 - complexity ; ;
%}!{2?'0“ resistance 40 40 128 [2] | <80 2] HMAC-PHOTON HMAC-PHOTON HMAC-SHA 256 HMAC-SHA 1
Security “ : N -
- - [1] M-Y Wang et al., “An HMAC Processor with Integrated SHA-1 and MD5 Algorithms”, ASP-DAC 80 (thIS 80 [1]
Prelmage resistance 80 80 256 [2] 160 [2] 2004: Asia and South Pacific Design Automation Conference 2004. K) ( . )
(bItS) [2] Information Technology Laboratory, National Institute of Standards and Technology, wor conventiona
Second preimage 10 10 201-224 [21] 105-160 [2] “Recommendation for Applications Using Approved Hash Algorithms”, NIST Special Publication mmArea (GEs) ===Power (mW)
- : - - 800-107, August 2012.
reSIStaz(l:ft (b;tj)t _ . [3] K. A. McKay et al., National Institute of Standards and Technology, “Report on Lightweight Table Il: Power and area comparison of HMAC-PHOTON 80 (proposed and c
11 Throughput = ——a o1 S48 PUL | ¢ e quency Cryptography”, NISTIR 8114, March 2017. onventional design), HMAC-SHA 256 and HMAC-SHA 1

latency

Table I: Performance and security comparison of HMAC-PHOTON 80 (proposed and conventional design), HMAC-S
HA 256 and HMAC-SHA 1
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